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[TpoBeneHmne padboT o obecreyeHn0 0€30MaCHOCTH EPCOHABHBIX JAHHBIX



1. TEPMUHBI 1 COKPAILIEHUSA

- Ilepconaabnbie aanubie (II{n) — mobas wHbOpMAIMA, OTHOCAIIANCS K MPSIMO HWIH
KOCBEHHO OINPEIECICHHOMY WWIH olpeaenseMoMy (QU3nYecKoMy ULy (CyOBEKTYy MEpCOHAIbHBIX
JTAHHBIX ).

- Omnepatop — rocyJapCTBEHHBI OpraH, MYHHULIHMNAJIbHBIA OpraH, IOPUIUYECKOE WU
(du3HUecKoe JIMI0, CAMOCTOSATEIHHO MM COBMECTHO C JIPYTMMH JIMI[AMU OPTaHHU3YIOIUE U (WIIN)
OCYIIECTBISIONME 00pabOTKY MEPCOHATBHBIX TAHHBIX, & TAKXKE OMPEACIAIONNE eI 00padOTKH
MEePCOHANBHBIX JIAHHBIX, COCTAaB TIEPCOHANBHBIX JAHHBIX, TMOJUICKAIMIMX O00paboTKe, IEHCTBUS
(omepanun), coBepIIaeMble ¢ ePCOHATbHBIMU JAHHBIMHU.

- O0padoTKa MepCOHAJBHBIX JaAHHBIX — JTI000E JecTBHUE (OMepalys) Uid COBOKYITHOCTD
neicTBuil (omepaluii), coBepIaeMbIX C HCIIOJIB30BAHUEM CpPEICTB aBTOMaTH3allUd Wid 0e3
UCIONIb30BAaHUSI TaKUX CPEIACTB C TEPCOHANBHBIMH JIaHHBIMH, BKJIIOYas cOoOp, 3amuch,
CUCTeMAaTH3allhi0, HAKOIUIEHHWE, XpaHEHUE, yTouHeHue (OOHOBJIEHHME, W3MEHEHHE), H3BJICUCHUE,
UCTOJNB30BaHUE, TMepenady (pacmpocTpaHEHHe, TMPeNOCTaBICHUE, [OCTyIl), 00e3TUYrnBaHue,
OJIOKMpOBaHUE, YIAICHNE, YHUITOKCHHIE ITEPCOHATBHBIX TaHHBIX.

- ABTOMATH3HpPOBaHHAas 00pPa0OTKA NEPCOHAJBHBIX [JaHHBIX - 00paboTka
MEPCOHAIIBHBIX TAHHBIX C IIOMOIIBIO CPEACTB BHIUUCIUTEILHON TEXHUKH.

- PacnpocrpaHeHue nmepcoHAJbHBIX JaHHBIX — JICHCTBUS, HAMIPABJICHHBIE HA PACKPBITHE
MEePCOHANBHBIX JAHHBIX HEOMPEIECTICHHOMY KpPYTY JIUII.

- IlpenocraBiieHHe MEePCOHATbHBIX JAHHBIX - JICHCTBUS, HAMPABJICHHBIE HA PACKPBITHE
MIEPCOHAIIbHBIX TAHHBIX ONPEACICHHOMY JIUILY UM ONPEACICHHOMY KPYTY JIUII.

- bBJuokupoBaHue NEPCOHAJBHBIX [JaHHBIX — BpPEMEHHOE IMpeKpalieHne o0paboTKH
MEPCOHANIBHBIX JIAHHBIX (32 MCKIIOUEHHEM CIydaeB, €ciu 00paboTka HeoOXoauma Jjisi yTOYHEHUS
MIEPCOHANBHBIX JAHHBIX).

- YHHUYTOXKeHHe MEePCOHATbHBIX JAHHBIX — JICUCTBUS, B pe3yJbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOXXHBIM BOCCTAaHOBHUTH COJIEp)KaHUE TMEPCOHATBHBIX JTaHHBIX B HMH(POPMAIIMOHHON CHUCTEME
MEePCOHANBHBIX JAHHBIX M (WJIM) B pe3yabTaTe KOTOPHIX YHHUTOXKAIOTCS MaTepHalbHbIE HOCUTEIN
MEePCOHANBHBIX JTaHHBIX.

- O0e3muMyuBaHUE TNEPCOHAJIBbHBIX JAHHBIX — JICHCTBUS, B PE3YIbTaTe KOTOPBIX
CTAaHOBUTCSI HEBO3MOXHBIM 0€3 HCIOJIb30BaHUS JOTOJHUTEIHLHON WHPOpPMAIUA OMPENETUTh
MIPUHAJICKHOCTh TIEPCOHATIBHBIX IAHHBIX KOHKPETHOMY CYOBEKTY NMEePCOHATBHBIX TAHHBIX.

-  HNudopmanuonnas cucremMa mnepcoHadbHbIX JaHHbIX (MCII/IH) — COBOKyHHOCTB
comepxkammxcs B 0a3ax JaHHBIX TEPCOHAIBHBIX JaHHBIX M OOECIEUMBAIONIUX WX 00pabOTKY
MH(POPMAITMOHHBIX TEXHOJOTUHA U TEXHUIECKUX CPEJICTB.

- TpancrpaHuyHasi mnepeaaya MNEePCOHANBHBIX [JAHHBIX - TMepelada MEepPCOHATBHBIX
JAHHBIX HAa TEPPUTOPUI0 MHOCTPAHHOTO T'OCYAApPCTBA OPraHy BIACTH MHOCTPAHHOTO TOCYJAapCTBa,
WHOCTPAaHHOMY (PU3UYECKOMY JIUIY WIIM MHOCTPAHHOMY IOPUINYECKOMY JUILY.

2. OBJIACTb IPUMEHEHMUSA

2.1. Tlonoxenne 00 oOecnieueHUU OE30MACHOCTH TMEPCOHANBHBIX JaHHBIX (mamee —
[TonoxxeHue) pa3paboTaHO B MENSAX BBIMOTHEHUS TpPeOOBaHUN 3aKOHOAATENbCTBA Poccuiickoit
®denepanuu B 00J1aCTH 3aIIUTHI IEPCOHATBHBIX JTaHHBIX.



2.2. Hacrosiiee IlonoxkeHue ompeaenseT MOPSAOK W MpaBUiia OPraHU3AlMU U TPOBEICHUS
pabor mo obecneueHuro Oe30MacHOCTH mepcoHaNbHBIX AaHHBIX B OOO «CrpaxoBoit Bpokep
«CuJlaitn» (manee — Onepatop).

2.3. Hacrosimuii TOKyMEHT yYUTHIBACT MOJIOKEHHUS OCHOBHBIX HOPMATUBHBIX ITPABOBBIX aKTOB
B 00JacTW 3alIUTHl TEPCOHAIBHBIX JAHHBIX, MEPEYUCICHHBIX B [lOJ0XKEHMHM O KOMHCCHH IO
MIPUBE/ICHUIO B COOTBETCTBUE C TPEOOBAHUAM 3aKOHOAATENHCTBA B 00JIaCTH MEPCOHATBHBIX TAHHBIX.

2.4. Hacrosiee IlomoskeHue mpenHasHadyeHO Uis Bcex paboTHukoB Oreparopa, a Takxke
TPETHUX JIUII, OJYYAIOLUX BPEMEHHbIN UM TOCTOSTHHBIN 10CTYH K 00pabateiBacMbIiM y Hero [1/1H Ha
3aKOHHOM OCHOBaHHH.

2.5. Hacrosimee IlonoskeHue IeicTByeT C MOMEHTa €ro YTBEPXKACHUS PYKOBOAMTEIEM
Omnepatopa.

2.6. Axtyanuzanus Hactosimero IlonokeHuss mpoBOIUTCS HE peke, YeM JiBa pa3a B TOJ B
COOTBETCTBUH C PermamMeHToM 1o mpoBENEeHHIO KOHTPOJBHBIX MEPONPHUITHNA M pearnpoBaHUIO HA
uHIUACHTH nHPopMarroHHoi 6e3onacHocTi B OO0 «CtpaxoBoit bpokep «CuJlaitn»

2.7. Buecenue usmenenuit B Hacrosiee [lonoxxenue nubo yTBepkieHnEe ero HOBOU pelaKIiu
MIPOM3BOJIUTCS HA OCHOBAHUU COOTBETCTBYIOILIETO MpHKa3a pykoBoautess Omnepartopa.

3. OBIIUE MMOJIOKEHUSA

3.1. I1/1x, obpabareiBacmbie y Onieparopa, eI, OCHOBAHKUE M CPOKU UX 00pabOTKH yKa3aHBI
B [lepeune oOpabaThIBaeMbIX MEPCOHATBHBIX TAHHBIX.

3.2. Oopaborka II[a ocymectBiusiercs OrmepatopoM ¢  HUCIHOJIB30BAaHUEM  CPEICTB
aBTOMATH3aIMU U 0€3 X MCIIOJIb30BaHMUS.

3.3. Cpoku xpanenus [1/ln ycranaBnuBaroTcs B cornacuu cyobekra [1/ln Ha 06paboTky ero
NEpCOHAJBHBIX JaHHBIX, a TakXke TpeOOBaHUSAMHU 3aKoHojaTenbcTBa Poccuiickoit ®Penepanumy,
yCTaHaBJIMBAIOIIMMHU CPOKH XPaHEHHs JOKYMEHTOB.

4. OPTAHU3ALUA PABOT IO OBECIIEYEHUIO BE3OITACHOCTH
HNEPCOHAJIBHBIX TAHHBIX

4.1. Tlon opranu3zanueir paboT mo oOecrneueHuto Oe3zomacHocTH [IJI[H moHMMaeTcs
(dbopMHpOBaHKE U BCECTOPOHHEE 00ECIeUeHHEe pealn3alliil COBOKYITHOCTH COTJIACOBAaHHBIX MO LIENH,
3aJladyaM, MECTY M BPEMEHM OPTraHM3allMOHHBIX M TEXHUYECKUX MEpONpPUSATUH, HANpaBICHHBIX Ha
MUHUMU3ALKI0 KaK HEMOCPEICTBEHHOT0, TaK M OINOCPEJOBAHHOIO yIiepbda OT peaju3aluu yrpos
6e3onacHoctH [1JIH, 1 OCYIIIECTBISIEMBIX B IEIISX:

- NpeAOTBpallleHUs: BO3MOXKHBIX (IOTEHIUANbHBIX) yrpo3 6ezonacHocTH [1J1H;

- HeWTpaJM3alluy W/WIH MapUpOBaHUS peann3yeMbix yrpo3 0esonacHoctu [1/1H;

- JMKBUJALUH MTOCIEACTBUN peanu3anuu yrpo3 6e3onacHoctu [1/1H.

4.2. Opranmzanust pabor mo obecneuenuto OezomacHoctu [IJ[n y Omeparopa noimkHa
OCYILIECTBIATHCSI B COOTBETCTBUM C JCHCTBYIOIIMMH HOPMATUBHBIMU IIPABOBBIMHU aKTaMU U
pa3pabOTaHHBIMM JUIl JTUX LeJled OpraHu3alMOHHO-PACHIOPSIUTENBHBIMU JIOKYyMEHTaMU 10
obecrnieuennto 6e3omacuoctu [1/Jn OnepaTopom.

4.3. 3amaun IO TPUBEACHUIO nesiTenbHOCTH OrepaTtopa B COOTBETCTBHE C TPeOOBaHHSIMHU
3akoHomarenbcTBa Poccuiickoit ®eneparmuu B obmactu [IJI[H Bosmaratorcs Ha  CHEHAIBHO
co3/laBaeMyro A 3Tux ueneid Komuccuio M jul, OTBETCTBEHHBIX 3a OpPraHU3aLUI0 0OpabOTKU U
obecnieyenue 6ezonacuoctu I1/{H, KOTOpbIe MOTYT OBITH BKIIIOUEHBI B COCTaB NaHHON Komuccum.



4.4. B ciiyyasix, koraa OnepaTtop Ha OCHOBaHHH JIOTOBOpa rnopydaeTt 00padotky [1/]xn TpeThemy
muny, Omnepatopy HEOOXOAMMO 3aKJIIOYHTh C JAaHHBIM JIMIIOM COTJIAlIEHHE O COOJIOACHUN
0€30MaCHOCTH TMEPCOHAJBHBIX JaHHBIX, C BO3JOXEHHEM Ha TPETbe JIMIO OOS3aHHOCTU TIO
o0ecreyeHn0 KOH(QUACHIMAIBHOCTH M Oe3omacHocTH mnepenaHHbix Omeparopom [Tl (nmbo
BKJIFOUUTH JJAHHOE 0053aTeIhCTBO B 3aKJIFOUAEMBIii/ IEHCTBYIOIINIA JOTOBOP).

4.5. PaboTel Mo mpuBeneHUIo nesrenbHocTd Oreparopa B COOTBETCTBHE C TpeOOBaHUSMU
3akoHoaarenbcTBa Poccuiickoit ®enepauuu BeAyTcss MO JBYM HaIlpaBJICHUAM: OOecleYeHHe
6e3onacunoctu [1/[H, oOpabaTpiBaeMbIX 0€3 UCMOJIB30BAHUS CPEACTB AaBTOMATU3AILIUU, U 0OecTIeYeHHe
oe3onacuoctu [1JIn B UCII/In OnepaTopa.

4.6. Pabotel mo obecnieuenuto Oe3omacHoctd I[1/1H, oOpabaThiBaeMbIX 0€3 HCHOIB30BAHUS
CPEICTB aBTOMAaTU3ALIUU, BEAYTCS 110 CIIEIYIOIIUM HallpaBJICHUSAM:

- ompeJereHue MepeyHs Jull, JTONYyIIeHHbIX K 00padoTke [1/1H;

- OIpeneNeHue MOMEIIEHHH, B KOTOPhIX 00pabaThIBalOTCs IEPCOHAIBHEIC JAHHBIC,

- undopmupoBanue paboTHrkoB Oneparopa 00 ycTaHOBJICHHBIX IIpaBuiiax oopadotku [1/1x
1 TpeOOBaHUH 110 UX 3aIUTE, MOBBIIICHNE OCBEIOMIIEHHOCTH B BOIIPOCax oOecredeHus 0e30MacHOCTH
I11H;

- yuer u 3amuta Hocutenen [1/1H;

- pasrpaHuyeHue A0CTymna K Hocutessam 11/1H;

- yHuuroxenue I1/IH.

4.7. Opranu3anusi U BBIIIOJIHEHUE MEPOINpPUATHIl 1o obecneueHuto OezomacHoctu II/1H,
obpabarpiBaembix B MCII[lH Omeparopa, OCYIIECTBIAIOTCS B pPAaMKax CHUCTEMBI 3aIlIHUTHI
nepcoHanbubix fgaHHbIX WCIIIH (manee - C3I1[In), pa3septsiBaemoii B UCIIJIH B mporecce ee
CO3J]aHUs UM MOJIEPHU3ALINH.

4.8. C3I1[ln mpexacraBnsieT coO0il COBOKYIMHOCTh OPraHU3AIMOHHBIX MEpP U TEXHHUYECKUX
CpeICTB 3amuThl nHpOpManmu, a Takke ucnoibzyembix B UCIIJIH nH(bOpMalMOHHBIX TEXHOJIOTHH,
(GYHKIIMOHUPYIOIIUX B COOTBETCTBUU C OINpPEACTCHHBIMU IeNsIMU M 3aJadamMu  00ecreYeHHS
6e3onacuoctu [1J[H.

4.9. C3I1/1H noypKHA SBIIATHCS HEOTHEMIIEMOM COCTaBHOM YacThIO KaXKI0M BHOBB CO3/1aBaeMOM
NCTIdn Oneparopa.

4.10. [Jnsa cymecrBytommx MCII[H, B KOTOpBIX B TMpolecce WX CO3JaHHs HE OBLIN
IPeyCMOTPEHbl Mephl 1o obecnieueHuto Oe3onmacHoctd [I/IH momkeH ObITH NMPOBENEH KOMILIEKC
OpPraHMU3aIMOHHBIX U TEXHUYECKUX MEPONpUsITHIi 0 pazpaboTke u BHeaApeHuo C3I1/]H.

4.11. Crpykrypa, coctaB U ocHOBHbIe QyHkimu C3I1/IH ompenenstoTcss B COOTBETCTBUU C
YPOBHEM 3aIlUIIEHHOCTH MEPCOHATBHBIX NaHHBIX, 00pabarbiBaeMbix B UCIIIH U Moaensio yrpos
0€301acCHOCTH MEePCOHANBHBIX JaHHBIX MpHU X o0padoTke B UCII/IH.

5. MIPOBEJEHUE PABOT 1O OBECHHEYEHUIO BE3OITACHOCTH
HNEPCOHAJIBHBIX TAHHBIX

5.1. B mensix oueHkd YpOBHs 3alMIIEHHOCTH oOpabarbiBaeMbix y Omeparopa II[IH u
CBOEBPEMEHHOTO YCTPAaHEHHUS HECOOTBETCTBUH TpeOOBaHMSIM 3akoHomaTenbcTBa PD B oOnactu
samuTel [IJ[H y OnepaTopa pa3 B roa JOJKEH NPOBOJIUTHCS aHAIU3 U3MEHEHUH MPOLIECCOB 3alIUThI
IT1n.

5.2. Ananu3 u3MeHeHUH MPOBOAUTCS MO CICAYIOIIMM OCHOBHBIM HAIIPABICHHSIM:



- TepeueHb PabOTHUKOB W TPETHUX JIUIl, MOMYyIIEHHbIX B oOpaborke II/lH, cremeHp mx
yuacTtus B 00padotke [1/IH 1 xapaktep B3auMOACHCTBHS MEXILy COOOI;

- TIepevyeHb NOMEIIEHHH, B KOTOPhIX 00padaThIBalOTCS NEPCOHANIbHbIC JAaHHBIC

- mepedeHb U 00beM oOpabaTeiBaeMbix [1]1H;

- menu obpadotku [1/]H;

- mpouenypsl cOopa, 3aluCH, CHCTEMaTH3allid, HAKOIUICHWS, XpaHEHHs, YTOYHEHHUS
(oOHOBNIEHUS, M3MEHEHHS), W3BJICYCHMs, HCIIOJIb30BaHUSA, TMepenaud  (pacrnpocTpaHeHHUs,
MPeIOCTaBIICHUS, IOCTYIA), 00e3IMYuBaHus, OJOKHUpOBaHUS, yAalneHus u yuuuroxenue [1/1H;

- cnocoOsl 00padoTku [1/]H (aBTOMaTH3MpPOBaHHAS, HEABTOMATU3UPOBaHHA );

- TepevYeHb YIMOJHOMOYEHHBIX OpPraHOB, B paMKaXx OTHOWIICHHA C KOTOPBIMHU
ocymecTBisieTcst oopadorka [1J1H;

- TIepeYeHb NPOTrPaAMMHO-TEXHUYECKUX CPENICTB, UCIOIB3YyeMBIX 115l 00padoTku I1/1H;

- koH¢wurypamnus u Tononorust UCII/IH B nenom u ee OTAeNbHBIX KOMIIOHEHT, (PU3n4YecKue,
(GYHKIIMOHATBHBIE U TEXHOJOTHYECKHE CBSI3U KaK BHYTPU STUX CHCTEM, TaK U C IPYTUMH CHCTEMaMU
Pa3IMYHOTO YPOBHS U HA3HAYCHHUS;

- crnocoObl (PU3UYECKOrO TMOJKIIOYCHHS] W JIOTUYECKOTO B3aUMOJCHCTBUS KOMIIOHEHT
NUCTI[JH, cnocoObl MOAKIIOYEHHsS] K CETSM CBSI3M OOIIEro MOJb30BaHUS U MEXKIYHAPOJIHOTO
MH(POPMAIIMOHHOTO OOMEHA C OTIPEIeIICHUEM MPOITYCKHOM CIIOCOOHOCTH JIMHUH CBSI3H,

- pexumbl 00padotku [1/Ia B UCTI/IH B 11€)10M ¥ B OTACIBHBIX KOMIIOHCHTAX;

- COCTaB MCHOJB3YEMOIO KOMIUIEKca cpenactB 3amutbl  [IJlH U MexaHu3moB
UACHTUDUKAINH, ayTeHTU()UKAIUU W pa3TpaHudeHust mpaB noctyna nois3oBareneid MCII[H Ha
YPOBHE OINEPALMOHHBIX CHCTEM, 0a3 TaHHBIX U MPUKIATHOTO IPOrPAMMHOTO 00ECTIeYeHHUS;

- IepevyeHb OpPraHu3allMOHHO-PACTIOPIUTEILHON TOKYMEHTAIIUH, OTIPEIENIIONIeH TOPsI0K
o6pabotku u 3amuTsl [1/H y Oneparopa;

- (¢usnyeckue Mepsl 3auuThl [1/1H, opranuzaius NporycKHOro pexxuma.

5.3. Pe3ynbraThl aHaNn3a U3MEHEHUH UCTIOIB3YIOTCS Ul OLEHKH KOPPEKTHOCTU TpeOOBaHUN
o obecrneueHuto 6e3omnacuoctu [1/1H, 0OpabaThiBaeMbIX C HCTIOIB30BAaHUEM CPEJICTB aBTOMATH3AIIUN
1 0e3 UCTIOIF30BAHUS TAKUX CPEJICTB M MPH HEOOXOAUMOCTH MX YTOYHECHUSI.

5.4. Y Omneparopa H0KEH BECTHCh YUET JACHCTBUMN, COBepIIaeMbIX paboTHuKamu OrnepaTopa
npu obpabotke I1J]In B UCII[dn. [HevictBus c¢ I1JIn yuursiBatotcst B log-dainax UCIIAx w/unu B
otnenbHOM 0a3e manHbIX UCIIJIH.

5.5. loctyn k IT/IH ocymiecTBasieTcs B COOTBETCTBUHU ¢ PerimaMeHToM 1o JomycKky pabOTHUKOB
U TPETHUX JIUI] K 00paboTKe MepCOHATIBHBIX JaHHBIX, YTBEPKIACHHBIM OIepaTopoM.

5.6. JIuna, nonymeHHsie k 06padoTke I1/1H, 7OIKHBI OBITH TPOMH(GOPMHUPOBAHBI:

- o gomycke kK oopabdotke [11n myTem o3nakomuienus ¢ [lepeuyneM MOKHOCTEH B TPETHUX
JIVII, UMEFOIIIUX JOCTYH K IIEPCOHALHBIM JIaHHBIM, 00padaTeiBaeMbiM y OniepaTtopa;

- 0 Kareropusix, oopabarsiBaeMbix [1J[H myTeM o3HaKomIIeHUs ¢ yTBepKAeHHbIM [lepeunem
o0pabaThIBa€MbIX NEPCOHATBHBIX TAHHBIX;

- 0 MpaBWJIax OCyIIecTBIeHUs 00paboTku IIJIH myTeM oO3HAKOMIICHMS IOJl POCHHUCH C
[TonoxenneM 06 06paboOTKe MePCOHATBHBIX TaHHBIX.

5.7. HeaBromaru3upoBaHHas obpaboTtka [I/lH 1omKHA OCYIIECTBIATHBCA TakuUM 00pas3oM,
4TOObl B OTHOIIEHWM Kaxaodl kareropuu IIJ[H MOXHO OBUIO ONpEAETUTh MECTa XpaHEHHS
MaTepUaIbHBIX HOCUTEJICH M YCTAaHOBUTH IEPEYCHb JIWI, JOMYIIEHHBIX K oOpabotke I1/IH. VY
Oneparopa J0JKEH BECTUCh yueT Hocutenen [1/1H.



5.8. ®ukcauus [IJ[H momkHA OCYIIECTBIATHCS Ha OTAENBHBIX MaTE€pPHANbHBIX HOCHTENSX
(otmenbHBIX OoKyMeHTax). [1JIH JOMKHBI OTACNIATHCS OT HHOW UH()OPMAIIHH.

5.9. @ukcanus Ha oqHOM MaTepuanbHoM Hocutene [1/1H, enn 06paboTKH KOTOPBIX 3aBEAOMO
HECOBMECTHUMBI, HE JoIyckaercsi. B ciaydae eciau Ha OZHOM MaTepUaJbHOM HOCHUTENE BCE XKe
3aukcupoBansl [1/1H, ear 06pabOTKH KOTOPBIX HECOBMECTUMBI, TOJDKHBI OBITh IPUHATHI MEPHI 110
obecrieueHunto pasaenbHoi o0padoTku [1/1H, B yacTHOCTH:

- [pu HEOOXOAMMOCTH HCIIOJIIb30BaHMUS WJIM pacnpocTpaHeHus omnpeneneHubix [1/1x
ocyllecTBIsieTcsl  BbIOOpouHOoe KomupoBanue [IJlH, mojuexkamux pacnpoCTpaHEHUIO WM
HCIOJIb30BAaHUIO, CIIOCOOOM, MCKIIIOUYAIONINM OJHOBpeMeHHoe komnupoBaHue [1J[H, He moanexanmx
pacnpoCTpaHEHUIO U UCIIOJIb30BaHUIO, U UCIIOJIb3YETCs (pacpOoCTpaHsaeTcs);

- IpHU HEOOXOAMMOCTH YHUYTOXKEHHS Wi OnokupoBaHus yactu [1JIH yHHYTOXAaeTCs WU
OJOKHpYeTCsl MaTepUAIIbHBII HOCUTEIb C MIPEIBAPUTEIHHBIM BEIOOPOYHBIM KOITMPOBAHHEM CBEIICHHH,
HE TOJUIeKAIINX YHUUYTOKEHHUIO WM OJOKHMPOBAHUIO, CIIOCOOOM, MCKIIIOYAIOIIUM OJIHOBPEMEHHOE
konupoBanue [1/[H, moaiexanux yHuuTOKEHUIO WIH OJIOKUPOBAHHUIO.

5.10. IlpaBuna yuera, XpaHeHuss W yHuuToxkeHus [I/[H mpu HeaBTOMAaTU3UPOBAHHOUN
o0paboTke onucanbl B Pernamente mo y4éry, XpaHeHHIO M YHUUTOKEHUIO HOCUTENEH MePCOHANbHBIX
JAHHBIX, YTBEPKJIAEHHOM OrnepaTopoMm.

5.11. JloikeH OCYIIECTBISATHCS MOHUTOPUHT (PaKTOB HECAHKIIMOHHPOBAHHOTO JIOCTYIA K
[IEPCOHAIIbHBIM JTAHHBIM M HIPUHUMATHCA COOTBETCTBYIOLIME MEpPbl IMpPU HUX OOHAPYKEHUHU.
MonuTopHHT ocymiecTBisiercss AnMuHucTparopom 6e3zomacHoctu MCIT/IH.

5.12. Apmunuctparopom 6ezomacHoctu MCII[IH nomkeH OCyHIeCTBISTHCS KOHTPOJIb 32
MIPUHUMAEMBIMH MEepaMu M0 00ecrevyeHn0 0€30MaCHOCTH MEePCOHANBHBIX IaHHBIX.

5.13. IIpu o6paborke IIJIlH Omeparop MOMKEH HMETh BO3MOXKHOCTH W CpPEACTBA JUIs
BoccraHoBieHuss II/ln, B ciaydae wuX Moau(pUKAIMA WIM YHUYTOXKEHUU  BCIIEICTBHE
HECaHKIIMOHUPOBAHHOTO A0CTyna K HUM. [IpaBuna pesepBHOro KonupoBaHus U BocctaHoBieHus [1/[H
OmnepaTopom ycTaHOBIIEHBI B PerimameHTe mo pe3epBHOMY KOINHMPOBAHUIO MEPCOHAIBHBIX JAHHBIX,
yTBepxkaeHHOMY OrepaTopom.

5.14. Omepatop ompenensieT nepeyeHb MOMENeHNU, UCTIONb3YyeMbIX TIpu 00padoTke [1]IH.
[Ipu >TOM Opranuzanus pexxuma 0€30IacHOCTH, OXpaHa ATHX MOMENICHUH JOJKHBI 00ecredynBaTh
coxpaHHOCTh Hocurtener II/lH, a Takke HCKIIOYaTh BO3MOXKHOCTh HEKOHTPOJIHPYEMOTO
MIPOHUKHOBEHUS WM MPEObIBAaHUS B 3TUX MOMEIICHHUSIX TTOCTOPOHHUX JIHII.

5.15. TlomwszoBarenmu MCII[AH momxHbl oOecreunBaTh COXPAHHOCTh CHEMHBIX HOCHUTENEH,
cogepxxaumx I1J[H. B cimydae yTpaTbl HOCHTENS MOJIB30BATENN JODKHBI HEMEJIEHHO COOOIIUTH 00
sToM AnmuHKcTparopy 6esonacHocti UCII/IH.

5.16. Ecmm mpu pabdore ¢ I1/Im paboramky Omneparopa HEOOXOAMMO TOKHHYTH pabodece
MeCTO, MaTepuaibHble HocuTenu [1JIH JomKHBI OBITH 3alIMIIEHBl OT HEKOHTPOJIUPYEMOTO JI0CTYIa K
HUM. {7151 3TOr0 MarepuanbHble HOCUTENIN TOMEIIAIOTCS B OTBEIEHHBIX JJI1 XpaHEHUS MecCTa.

5.17. B cnyuae noctuxenus uenu oopabotku I1J[n Oneparop npekpamiaer oopadbotky I1/1x
wi olecrieunBaeT ee mpekpaimieHue (ecau obpabortka IIJ[H ocymiecTBisiercs APYyruM JUIOM,
JEeUCTBYIOIUM 110 nopydeHuto Oneparopa) u yHuutoxaer [1JJH unm obecnednTs UX YHUYTOKEHHE
(ecu o6paboTka [1/1H ocymiecTBiIseTCs qPyruM JUIOM, ASHCTBYIOIUM Mo IopydeHuto Oneparopa) B
CPOK, HE MPEBBIMAIOMINNA TPUALATH AHEH ¢ 1aThl TOCTUXeHUS 1ienu oOpadotku I1/IH, ecnu nHOE He
MPEyCMOTPEHO JIOTOBOPOM, CTOPOHON KOTOPOTO, BBIFOJONPHOOpETaTeNIeM WU MOPYYUTETIEM IO
kotopoMmy sBisiercst cyobekT II/[n. B cmydae ecnm I1/I[H HEBO3MOXXHO YHHUYTOXWTH, TO OHHU
OJIOKUPYIOTCS U YHUUTOXKAIOTCS B CPOK, HE MPEBBIIIAIONIUHN I1IECTH MECSIIEB.



5.18. [IIpomeaenue pabotr mo coszmanuro (MoaepuHm3anmu) C3IIJIH BKIIOYAET CleAyOIIHe
CTaJI1H:

- TPeNpOEKTHAs CTaIus;

- CTaaus MPOEKTUPOBAHUS;

- craaus peanuzanuu C3I11H;

- craaus BBoAa B nevicteue C3I1/H.

5.19. Ha mnpeanpoekTHOW CTaauu MPOBOAUTCS OINpEAETICHUE YPOBHS 3alUIICHHOCTH
MepPCOHANBHBIX JaHHBIX, 00pabarbiBaeMbix B MCII/IH, dopmupyercs Moaens yrpo3 06e€30mMacHOCTH
I1/T1 mpu ux obpabotke B UCII/IH, paspabaTeiBacTcs Texauueckoe 3amaanne Ha C3I1/IH.

5.20. Ompenenenue ypoBHS 3alIUIICHHOCTH TNEPCOHAIBHBIX TaHHBIX, 00pa0aThIBAEMbIX B
NCTIIH ocymiecTBiseTCs B COOTBETCTBUM C PermaMeHTOM 110 ONpeAEIEHUIO YPOBHS 3allUIIEHHOCTH
MEPCOHAIBHBIX JaHHBIX, 00pabaThIBaeMbIX B MH(POPMAIIMOHHBIX CHCTEM MEPCOHATBHBIX TAHHBIX.

5.21. HCIIAn Omeparopa ykazansl B IlepeuHe MHGOPMALMOHHBIX CHCTEM MEPCOHAIBHBIX
JAHHBIX.

5.22. YpoBeHb 3alllMIICHHOCTH TNEPCOHAIBHBIX JaHHBIX, oOpabarbiBaeMbix B MCII/IH,
odopmIIeTcs COOTBETCTBYIOIIUM aKTOM.

5.23. Mogens yrpo3 6e3zonacHoctu II/In mpu ux o6paborke B UCIIIH dhopmupyercs Ha
ocHoBaHuu pykoBo X JokyMeHToB @CTOK Poccun u @Cb Poccun.

5.24. Tlepedens akTyanbHBIX yrpo3 popmupyercs mis kaxaon MCITIIa Oneparopa ¢ yaeTom
ycnosuil pynkunonupoBanust UCIIIn u ocobennocreit 0opadorku [1/1H.

5.25. Ilo wroraMm ompenesneHusi YpOBHS 3AIIUIICHHOCTH TEPCOHAIBHBIX JAHHBIX,
obpabateiBaembix B MCII/IH u pe3ynpTaTam ompesesieHus aKkTyalbHBIX yrpo3 OezomacHoctu I1/1n
dbopmupytorcs TpeboBanusi mo obecrneueHuro oOe3omacHoctu I[1/1H, obpabarbiBaembix B MCII/IH.
Jlannbie TpeboBaHU 0OPMIISIIOTCS B BUAE TexHHueckoro 3aganus Ha C3I1/1H.

5.26. Craaus npoextupoBanus C3I1/Ix Bximrouaet pazpaborky C3I11n B coctaBe MCI1/IH, a
MMEHHO pa3paboTKy pa3/esioB 3a/laHus ¥ IPOEKTa MIPOBEACHNUS 0 co3aaHuio (MoaepHu3anun) C3I11x
B COOTBETCTBHUH C TPEOOBAHUSIMH TEXHUYECKOTO 3a/1aHUS;

5.27. Cramus peammzanuu C3I1/IH BKITFOYaET:

- 3aKymnKy coBOKymHocTH ucnoib3yemblx B C3IIH cepTu(uuupOBaHHBIX TEXHUYECKUX,
MPOrPaMMHBIX U TIPOTPAMMHO-TEXHHUECKUX CPEACTB 3aIIUTHI MHOOPMAIIUN U UX YCTAHOBKY;

- OlpeneNeHue NOoJpa3JeNieHuil M Ha3HaueHUe JIML, OTBETCTBEHHBIX 3a HKCIUTyaTallHio
CPEICTB 3alIUTH HHPOPMAIINH C UX 00yUCHHEM;

- pa3paboTky OKcruryaTanuoHHoil mokymeHTtanmu Ha C3IIJJlH u cpencTBa 3amIUTHI
uHpopMaluu.

5.28. Ha cragum BBoja B nerictBue C3I1/IH oCymecTBISIOTCS:

- TpeIBapUTENIbHBIC WCIBITAHHS CPEJICTB 3alIUTHl MHPOPMAIUK B KOMIUIEKCE C IPYTUMHU
TEXHUYCCKUMH U TIPOTPAMMHBIMH CPEJICTBAMHU;

- yCTpaHEHHE HECOOTBETCTBHUH 110 HTOTaM IPEIBAPUTEIHHBIX UCTIHITAHUH;

- ONBITHAs OKCIUTyaTalusi CPEICTB 3alluThl HMH(DOpPMAMM B KOMILUIEKCE C JPYTHMH
TEXHUYECKUMH ¥ TIPOrPAaMMHBIMU CPEJCTBAMH B LIETSX MPOBEPKU UX PAabOTOCIIOCOOHOCTH B COCTaBE
NCTLI;

- MPUEMO-CAATOYHBIE UCTIBITAHMS CPEJICTB 3aIIUTHI HHPOPMAIUH [0 PE3yIbTaTaM OMBITHON
SKCIUTyaTaluu.

5.29. B mnponecce ¢ynkmmonupoBanus MCIIJIH MOXeT OCYIIECTBISATHCS MOICPHHU3AIUS
C3I1dn. B o6s13aTensHOM MOPSIKE MOJEPHU3ALNS MPOBOJAUTCS B CIIy4ae, €CIIu:



- TPOM3OILIO0 M3MEHEHHE HOMEHKJATyphl obOpabaTteiBaecMmbix [IJIH, Biekymiee 3a coOoii
W3MEHEHHUE YPOBHS 3alIHUIIEHHOCTH NIEPCOHANBHBIX JaHHbBIX, oOpabareiBacmbix B MICII/H;

- MPOW3OILIO U3MEHEHUE HOMEHKIIATYPhI U/UJIM aKTYAITBHOCTH Yrpo3 6e3onacHocTu [1]1H;

- mmeHwiack crpyktypa HCII[IH unum TexHUYeCKHe OCOOCHHOCTH €€ IOCTPOCHHS
(M3MEHWIICS COCTaB WM CTPYKTypa MPOrPaMMHOTO O0ECIIeueHUs, TEXHUIECKUX CPEACTB 00padOTKH
I111, Tomonoruun UCIIAH u 1.11.);

- TpOM3OILIO0 HM3MEHEHHEe 3aKoHonareabcTBa Poccuiickoit deneparuu B obmactu I1/1H,
3aTparuBaroliee Bornpockl ooecrneuenus 6e3omacHoctu [1/IH mpu ux o6padorke B UCIT/H.

5.30. IIpm BO3HHMKHOBEHWH YCJOBHUH, BIMsIONMX Ha Oe3omacHocTh I1/[H (komMmpomeranus
napoJsiei, HapylmieHHe IIEIOCTHOCTH M JOCTYIMHOCTH TEPCOHANBHBIX TaHHBIX M Tp.) PabOTHUK
Omneparopa 00s13aH HE3aMeNIUTEIHHO MPOUH(DOPMHUPOBATH 00 AITOM ATMUHUCTpATOpa OE30MACHOCTH
NCII .

5.31. JIuia, BUHOBHBIE B HapYyIICHUH TPeOOBaHUMN, IPEIBIBISEMBIX 3aKOHOAATEIBCTBOM PD K
samute [1J[H, HECYT Ipa¥aaHCKYIO, YTOJIOBHYIO, aIMHUHHUCTPATHBHYIO, JUCIHUILUIMHAPHYIO U HUHYIO
MIPEelyCMOTPEHHYIO 3aKOHOAaTeIbCTBOM Poccuiickoit deaepaniuu OTBETCTBEHHOCTbD.



